GRAND RONDE
GAMING COMMISSION

MINIMUM INTERNAL
CONTROL STANDARDS

(Effective June 19, 2025)

PO Box 155
27100 SW Salmon River Highway, Ste. A
Grand Ronde, Oregon 97347
(503) 879-2362
www.grandrondegaming.org




MINIMUM INTERNAL CONTROL STANDARDS
CONTENTS

MICS 1: GENERAL

(a)
(b)
(c)
(d)
(e)
(f)
(¢);
(h)
(i)
MICS 2:

Internal Control

General Requirements

Minimum Requirements

Approval of MICS Amendments
Patron Data Protection

Information Systems and Computers
Segregation of Duties and Nepotism
Documentation/Record Retention
Verifications

DEFINITION

MICS 3:

DROP AND COUNT

(@)
(b)
(©)
(d)
(e)

MICS 4:

Drop - General

Drop — Table Games/Poker
Drop — Bill Validators
Count Room

Count — Process

CAGE

(@)
(b)
(©)
(d)
(€)
(f)

(9)
(h)
(i)

MICS 5:

General

Variances

Documentation

Fills and Credits

Electronic or Wire Transfers Accounts

Check Cashing

Safekeeping Deposits

Kiosks

Procedures Requiring Approval by the Director

ACCOUNTING

(@)
(b)
(€)
(d)
(€)

General

Record-keeping
Reporting

Tips

Patron Deposit Accounts

AR WWWDNDNDDNE W wWwWwN P P WINDNNRFRPRPRPERPRPRERBRE

NNNPEPPRP

MICS: CONTENTS

Rev. 06/19/2025

1/5




MINIMUM INTERNAL CONTROL STANDARDS
CONTENTS

MICS 6:

CURRENCY TRANSACTION REPORTING

(a)
(b)
(c)
(d)
(e)
(f)
(¢);
(h)

MICS 7:

General

Currency Transaction Reports (CTR)
Multiple Transaction Log (MTL)
Suspicious Activity Reports (SAR)
Negotiable Instrument Records
Foreign Currency Transactions

Job Responsibilities

Training Program

COMPLIMENTARIES, PROMOTIONS AND PLAYER POINTS

(@)
(b)
(€)
(d)
(€)

MICS 8:

Complimentaries

Promotions

Electronic Promotion and Bonus Systems
Complimentary and Promotional Form Control
Player Points

INFORMATION TECHNOLOGY

(a)
(b)
(c)
(d)
(e)
(f)
@
(h)

MICS 9:

General

Backups

Equipment Maintenance and Security
Network Security

User Accounts

Access

Documentation

Storage Media

REVENUE AUDIT

(a)
(b)
()
(d)
(e)
(f)

(¢);
(h)
(i)

()

(k)

General
Record-keeping
Reporting

Drop and Count
Cage

Bingo

Keno

Poker

Table Games
VLT

Sports Pool

WWN PP AP WWNDNEPREPPRE

OO, WNEPREPPRE

OGP, WOWWNEPRPRPPEPPEPE

MICS: CONTENTS

Rev. 06/19/2025

2/5




MINIMUM INTERNAL CONTROL STANDARDS
CONTENTS

()

(m)
(n)
(0)

Patron Deposit Accounts

Complimentaries, Promotional Pay-outs and Player Points
Electronic Key Control Systems — Drop and Count Keys
Controlled Inventory

MICS 10: SURVEILLANCE

(@)
(b)
(©)
(d)
(€)
(f)
(9)

Surveillance Department
Equipment

System Security
Documentation

Training Program
Record Retention
Facility Coverage

MICS 11: SENSITIVE GAMING SUPPLIES

(@)
(b)
(©)
(d)

General
Card Control
Dice

Bingo Paper

MICS 12: SENSITIVE KEY CONTROL

(@)
(b)
(©)
(d)
(€)
(f)
(9)
(h)

General

Table Games and Poker
Bingo

VLT

Drop Keys

Count Room Keys

Kiosks Cassettes

Electronic Key Control System

MICS 13: TABLE GAMES

(@)
(b)
(©)
(d)
(€)
(f)

Equipment Security and Maintenance
Table Inventories

Fills and Credits

Table Game Jackpots and Bonus Payouts
Cash Control

Wagers

ARWWNNNN PR A wN P U ANWNPRP P N~NOoO o

WWWN PEF -

MICS: CONTENTS

Rev. 06/19/2025

3/5




MINIMUM INTERNAL CONTROL STANDARDS

CONTENTS

MICS 14: POKER

(@) General

(b) Table Inventories
(c) Promotional Pools
(d) Jackpot Payouts
(e) Tournaments

MICS 15: BINGO

(&) Equipment

(b) Sales

(c) Number Selection

(d) Payouts

(e) Documentation

()  Electronic Bingo Card Device
(g) Jackpots and Prize Pool

(h) Cash Control

MICS 16: KENO

(@) Equipment Maintenance and Security
(b) Ticket Sales

(c) Number Selection

(d) Payouts

(e) Documentation

() Cash Control

MICS 17: SPORTS POOL

(@) General

(b) Equipment Maintenance and Security
(c) Sports Pool Wagers

(d) Results Display

(e) Payment of Winnings

(H Documentation

(g) Cash Control

MICS 18: VIDEO LOTTERY TERMINALS

(@) Equipment Maintenance and Security
(b) Theoretical and Actual Hold
(c) Payouts

WWN R R R ARWWWNNPRE PR NN PR PP

A WNNPREPLRELPRE

[N

MICS: CONTENTS
Rev. 06/19/2025

4/5




MINIMUM INTERNAL CONTROL STANDARDS
CONTENTS

(d) Jackpot Payouts and Manual Pays

(e) In-House Progressive System Jackpot Meters
(H Documentation

(g) Cash Control

MICS 19: PATRON DEPOSIT ACCOUNTS

(@) General
(b) Establishment of patron deposit accounts
(c) Patron deposits, withdrawals and adjustments

MICS 20: INTERNAL AUDIT

(@) General

(b) Audit Plan

(c) Documentation
(d) Reporting

A WWDN

N R

Y

MICS: CONTENTS
Rev. 06/19/2025

5/5




MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 1: GENERAL

(a) Internal Control

(1) Statement 78 of the American Institute of Certified Public Accountants Statements
on Auditing Standards defines internal control as “... a process effected by an
entity’s board of directors, management and other personnel designed to provide
reasonable assurance regarding the achievement of objectives in the following
categories: (a) reliability of financial reporting, (b) effectiveness and efficiency of
operations, and (c) compliance with applicable laws and regulations.”

(2) The gaming operation shall ensure that internal controls for the gaming operation
are current and they are in compliance with the MICS.

(b) General Reguirements

(1) The MICS are requirements for the minimum level of controls for the gaming op-
eration. They are the foundation for policies and procedures required by the Reg-
ulations and implemented by the gaming operation to ensure the security and in-
tegrity of the gaming operation.

(2) Regulation 5.1.2 requires the adoption of and adherence to policies and proce-
dures governing gaming activities. Noncompliance with any MICS or control pro-
cedure is a violation of the Regulations.

(c) Minimum Reguirements

(1) The NIGC and State of Oregon have promulgated a minimum level of required
internal control standards. The MICS meet or exceed the minimum levels required
by the NIGC and State of Oregon.

(2) Alternate internal controls that provide an equal or greater level of control are ac-
ceptable as approved by the Director.

(3) The gaming operation shall continuously adhere to the minimum requirements set
forth by the MICS.

(d) Approval of MICS Amendments

(1) Any amendments to the MICS require Commission approval in accordance with
the Regulations.

(2) The gaming operation shall ensure that prior to any changes in gaming activities,
appropriate changes in the MICS and policies and procedures are completed.

(e) Patron Data Protection
(1) Access or connection to the corporate network shall be authorized by Manage-
ment and approved by the Director.
(2) Patron data shall not be released to any outside parties unless authorized by Man-
agement and approved by the Director.

(3) In the event of an operational error that results in a compromise of patron data
that could be used to identify the patron, the Director shall be notified within
twenty-four (24) hours and the patron shall be notified in writing within ten (10)

MICS 1: GENERAL
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 1: GENERAL

business days. The notification shall include the specific data that is compro-
mised.

(f) Information Systems and Computers
(1) If applicable, all departments shall have back-up procedures in place for instances
relating to computerized system failures. Manual procedures shall provide con-
trols that provide an equal or greater degree of control.
(2) If a gaming system becomes temporarily inoperable:
A. cashiers shall redeem and cancel complete and legible vouchers only;
B. for any voucher $500 or more presented for payment, Surveillance shall be
notified;
C. redeemed vouchers shall be entered promptly after the system is restored,;
and
D. if the system is inoperable for more than four (4) hours, written notice shall be
submitted to the Director.
(3) Passwords or other authentication methods to information systems shall remain

confidential and/or maintained by the individual user unless alternative methods
are approved by the Director.

(9) Segregation of Duties and Nepotism

(1) The gaming operation shall ensure that all job duties are sufficiently segregated
to minimize weaknesses in internal control.

(2) Immediate family members shall not participate in gaming activities where a po-
tential for collusion would jeopardize assets. The gaming operation shall develop
rules and procedures for the segregation of duties among incompatible positions
for immediate family members.

(h) Documentation/Record Retention

(1) Documentation of gaming activities and other proprietary information shall be re-
stricted to authorized personnel.

(2) Unless otherwise specified in the MICS, corrections to original information entered
on any gaming record shall be made by crossing out the error, entering the correct
figure and include the initials and badge number of the employee making the
change.

(3) In accordance with the Regulations, all documents and records shall be main-
tained for not less than five (5) years unless waived by the Director.

(4) Prior to the establishment of any record retention schedule and the destruction of
any records or documentation, the gaming operation shall ensure that the elapsed
time is in compliance with the Regulations and any waivers in effect.

(5) The record retention location and accessibility shall be approved by the Director.

MICS 1: GENERAL
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 1: GENERAL

(i) Verifications

(1) Signatures and employee identification numbers of participating employees shall

evidence any procedure requiring verification.

(2) Kiosks that issue and receive banks will be considered a verification of funds for

any MICS requiring a second count.

(End of Section)
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Actual hold: Coins-in less coins-out, less manual payouts for VLT's.

Authorized Personnel: Authorized individuals, employees or persons whose functions
are authorized by management and are required to be defined in approved policies and
procedures.

Authentication methods: The means to verify an individual’s identity to a computerized
system including passwords, electronic scan devices and biometrics.

Bank: The inventory of cash, coins, chips and other monetary instruments, in the cage
and gaming areas.

Base amount: The starting amount of a progressive jackpot.
Base level: The average win-to-drop percentage for the previous business year.

Bill validator: A locked device attached to a VLT or kiosk that accepts currency and/or
vouchers.

Boxperson: A table games employee that operates and supervises a craps game.

Business day: Any twenty-four (24) hour day other than Saturday, Sunday, or a federal
legal holiday.

Cage: A secure work area within the gaming facility for cashiers, and a storage area for
banks, keys and other sensitive assets. The cage does not include bingo or keno.

Card game (Poker): A game in which the gaming operation is not party to wagers, and
receives compensation in the form of a rake-off, a time buy-in or other fee or payment
from a player for the privilege of playing.

Chip: A non-metal or partly metal representation of value, issued by the gaming operation
for use at table games or poker games at the gaming facility.

Closer: The original form on which a table inventory is recorded at the end of a shift.
Coin-in: The total amount wagered from credits played.

Commission: Members of the Grand Ronde Gaming Commission appointed in accord-
ance with the Ordinance.

Complimentary: Merchandise or services issued or authorized for the purpose of at-
tracting new patrons, rewarding frequent patrons, or retaining existing patrons. Merchan-
dise or services may include, but are not limited to, travel, lodging, food, beverages or
entertainment.

MICS 2: DEFINITIONS
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Count:
(a) The total funds counted for a particular game, shift or other period.
(b) The count of the drop box contents.

Count sheet: A form used to record the count of a bank or window drawer.

Credit: A transaction whereby a supply of chips, coins, or currency is transferred from a
gaming station to the cage.

Credit slip: A three-part, pre-numbered form used to record the return of monetary value
from a gaming activity to the cage.

Critical IT systems: All hardware, application software, and data file components that

are integral to the gaming environment including server and peripherals for gaming sys-

tems, accounting, essential phone systems, and door access and warning systems; with

the exception of video lottery terminals and user workstations.

Dealer: An employee who conducts a table game, or poker game, in the gaming facility.

Digital Video Recording: A recording of images on digital media.

Director: The Director of the Grand Ronde Gaming Commission or his/her designee.

Drop:

(&) The act of removing drop boxes from tables or VLT's and transporting them to the
count room or secured area during the designated drop time.

(b) The total amount of cash and/or chips contained in and removed from the drop box.

Drop box:

(@) A locked container permanently marked with the game, shift and a number corre-
sponding to a permanent number on a table; or

(b) A locked container inside a locked bill validator.

Drop box release key: The key used to release a drop box from a bill validator or table.

Drop storage rack key: The key used to release drop boxes from the storage rack.

Electronic Promotion and Bonus Systems: Method of providing free or bonus play on
video lottery terminals.

Electronic validation: Method to validate a payout by computerized assignment to a
player or by use of a personal identification number.

Emergency drop: Any drop performed at a time other than the designated drop time.

MICS 2: DEFINITIONS
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Event Wagering System: The hardware, software and other equipment that support
participation of players to place and manage wagers, and provide operators the means
to support the operation of a Sports Pool. The system facilitates player participation
providing the player with the means to place and manage wagers and providing the op-
erator with the means to review player accounts, if supported, suspend events, generate
various wagering/financial transaction and account reports, input outcomes for events,
and set any configurable parameters.

Fill: A transaction whereby a supply of chips, coins, or currency is transferred from a
cage to a gaming station.

Fill slip: A three-part, pre-numbered form to record the fill.
Fixed camera: A camera fixed into a set position and can only be moved manually.

Front Money: All money stored on deposit by the Gaming Operation belonging to, and
stored in an account for, any patron.

Funds: Cash, coins, chips, and other monetary instruments.
Game: Any Class Il or Class Il game approved by the Commission.

Gaming day: The designated 24-hour period by which the gaming operation keeps its
books and records for business, accounting and tax purposes.

Game Software: Electronic media used to store, transmit, and receive digitized infor-
mation for electronic gaming devices and monitoring and control systems.

Gaming activity: Any process related to the operation of a game, including play, surveil-
lance, security, revenue collection, accounting for, reporting and auditing of the results
produced.

Gaming area: Any approved location at the gaming facility designated for the operation
of a game.

Gaming facility: The buildings and grounds located on the Tribe’s land and any property
that is used by the Tribe in connection with gaming, including any property used to store
gaming equipment, supplies or records.

Gaming station: Any table, counter, electronic player station, or VLT designated for the
acceptance of a wager.

Gross gaming revenue: The net win from games.

MICS 2: DEFINITIONS
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Hand pay: Manual payment of a VLT payout.

Hold: The ratio of win to currency wagered and/or credits wagered for VLT’s, and elec-
tronic player stations, and win to drop for other games.

Internal progressive systems: One or more electronic gaming devices at the gaming
facility, not networked with other gaming jurisdictions, involving a common progressive
jackpot(s) for participating players.

Jackpot payout: Direct payment to a player as a result of a wager, including:

(a) cash, coins, chips or check;

(b) credit to the player’s bank account;

(c) the actual cost to the gaming operation to offer a personal property award; or

(d) cash paid directly to an independent financial institution by the gaming operation for
the purchase of an annuity to pay a player’s winnings.

Jackpot payout form: A form on which a jackpot payout is recorded.

Kiosk: A device made available to players on the gaming floor for:
(a) voucher redemption and/or cage functionality; or

(b) participation in gaming or promotional events.

Key: A key, badge, fob, biometrics or any other device or method that is intended to allow
access to an area, device or compartment.

Known patron: A patron in which the gaming operation has all required personal identi-
fication on file.

Lammer: A type of chip used to evidence transfers between table banks and a cage.

Linked progressive systems: Electronic gaming devices, monitored by an independent
vendor, networked with other gaming jurisdictions involving a common progressive jack-
pot(s) for participating players.

Manual pay: A hand payment to a player as a result of a VLT voucher error. Also referred
to as short pay.

Master game report (stiff sheet): A form used to record, by day, each table game’s
winnings and losses. This form reflects the opening and closing table inventories, fills
and credits, and the drop and win.

MICS 2: DEFINITIONS
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Meter: An electronic or a mechanical apparatus in a VLT that records the number of cred-
its wagered, the number of times the handle was pulled and the number of credits paid
out to winning players.

MICS: Grand Ronde Gaming Commission Minimum Internal Control Standards.
Multi-game VLT: A VLT that includes more than one type of game.

Net win: The difference between gaming wins and losses before deducting costs and
expenses.

Opener: The form on which the table inventory at the beginning of a shift is recorded.
Order for credit: A document prepared to authorize the preparation of a credit slip.
Order for fill: A document prepared to authorize the preparation of a fill slip.

Pan-tilt-zoom (PTZ): A camera that has the capabilities of panning right and left, up and
down, and adjusting the focus on a specific area.

Par sheet: A specification sheet provided by the manufacturer for a VLT that shows hold
percentages, model number, hit frequency reel combination, number of reels, reel strip
listing, and number of credits that can be accepted.

Payout: The amount paid out on a winning wager.

Payout schedule: A statement printed on cards, paper, plexiglass, or other suitable ma-
terial showing the payouts or awards applicable to a particular game or device.

Pit: An area in the gaming facility enclosed or encircled by gaming tables.

Player: Any individual that places a wager on any game at the gaming facility.
Patron data: Personal information provided by the patron to the gaming operation.
Progressive jackpot: A jackpot that increases over time or as a game is played.

Promotion: A gift, coupon prize, bonus or award, exclusive of player club points and
promotional advertising gifts, given as an inducement to game.

Promotional advertising gifts: minor gifts less than $25 given to the public to increase
“brand” awareness of the gaming operation.

Promotional payout: Merchandise or awards given to players by the gaming operation
based on a wagering activity.

MICS 2: DEFINITIONS
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CHAPTER 2: DEFINITIONS

Rake: A fee, or percentage of the total amount wagered by players during a hand in a
poker game, that may be taken by the gaming operation, for maintaining or dealing the
game.

Random number generator: A computer program that is capable of producing numbers,
within a prescribed range, such that each possible value of the resulting number has an
equal chance of occurring.

Recording device: Any device used to record audio and/or video images.

Reel symbols: Symbols listed on reel strips of VLT's.

Secured area: A locked area in the gaming facility generally containing sensitive gaming
supplies, funds, computer hardware and software, surveillance equipment, financial in-
formation, and any other locations as designated by the Director.

Sensitive gaming supplies: Any gaming supplies that may affect the outcome or pay-
outs of games including playing cards, dice, bingo balls, bingo paper, and other equip-
ment as designated by the Director.

Sensitive key: A key to any secured area or gaming equipment including cages, count
room and any areas where sensitive gaming supplies are stored.

Shift: A designated time period within the gaming operation’s gaming day, for accounting
and drop purposes, not to exceed twenty-four (24) hours.

Signature: At a minimum, an initial followed by the complete last name.
Sports Pool: The business of accepting wagers on sporting or other events.
Table game: An approved game:

(a) thatis banked by the house or a pool whereby the house or the pool pays all winning
bets and collects all losing bets; and

(b) does not include VLT games, keno and off-track pari-mutuel wagering.

Table inventory: Total gaming operation chips at a table.

Theoretical hold: The intended hold percentage or win of a VLT as computed by refer-
ence to its payout schedule or game software.

Title 31: Title 31 Code of Federal Regulations (CFR Chapter X).

Tribe: The Confederated Tribes of the Grand Ronde Community of Oregon.

MICS 2: DEFINITIONS
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 2: DEFINITIONS

Vault: A secure room within a cage where currency, coins, checks, and chips are stored.

Video lottery terminal (VLT):

Any electronic or other device or machine:

(&) where the game outcome is determined predominantly by the application of the ele-
ment of chance with the amount won determined by the possible prizes displayed.
The game outcome may involve skill as long as the element of chance plays a pre-
dominate role;

(b) which is activated by the payment of any consideration which awards game credits;
and

(c) which displays game outcome, win amounts and current credits available to play or
cash out.

VLT bill-in meter: A VLT meter that tracks the number of bills by denomination accepted
by the bill validator.

VLT payout: The number of credits paid out by a VLT as the result of a winning combi-
nation.

VLT payout form: A document used to record jackpots and manual pays.

Voucher: A printed document issued by a casino management system that represents
cash redeemable at a gaming machine, kiosk or cage.

Wager: A sum of money, chips, promotional funds, or coupon risked on an uncertain
occurrence.
(End of Section)
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 3: DROP AND COUNT

(a) Drop - General

(1)
(2)

3)
(4)

(5)

(6)
(7)

(8)
9)

(10)
(11)
(12)
(13)

(14)

The drop shall begin only at the designated drop time.

The drop team supervisor shall ensure the Surveillance Department is notified
when the drop is to begin.

Adequate security shall be provided for drop boxes and the drop cart at all times
during the drop to prevent unauthorized access to drop boxes.

The Security Officer shall notify the Surveillance Department of any deviations
from the normal drop process and when a drop cart is to be removed from the cart
storage area/count room or from a gaming area.

The cart used to transport drop boxes shall be:
A. fully enclosed,

B. lockable; and

C. secured at all times.

Drop boxes from a gaming department shall be placed in a separate area on the
drop cart, and not be commingled with boxes from another gaming department.

Upon completion of the drop, the cart shall be locked and transported directly to
the count room by a Security Officer and two (2) drop team members. The cart
shall remain locked until the count takes place.

Procedures for handling replacement drop boxes shall be approved by the Direc-
tor including storage location and authorized access.

Empty drop boxes for the scheduled drop shall be stored in the count room, and
access shall require a minimum of two authorized personnel independent of the
cage and gaming departments.

If an emergency occurs during the drop process, the drop boxes shall be returned
to the count room and secured.

An emergency drop shall not be performed by less than two individuals, including
one independent of the gaming department. Emergency drop procedures shall
be approved by the Director.

The drop team shall not participate in the count of the drop.

Locked drop boxes shall be used for funds accepted by VLT's, kiosks, table
games and poker.

Full drop boxes shall be identified during the drop by gaming station number. An
automated drop system may be used for identifying and accounting for drop boxes
during and after the drop. An automated drop system shall include a secure
method for:

A. electronically identifying the drop box to the gaming station; and
B. identifying and reporting all boxes dropped and not dropped.

MICS 3: DROP AND COUNT
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MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 3: DROP AND COUNT

(b) Drop - Table Games/Poker

(1)

)
3)
(4)
(5)

(6)
(7)

(8)

All tables shall have drop boxes that are:

A. a locked container used only for cash, coins, chips or coupons received and
forms used in connection with table accountability;

B. locked to the table and separately keyed from the container itself; and

C. permanently marked to indicate the game, table number and shift clearly visi-
ble at a distance of twenty feet.

Drop slot openings shall be designed or protected to prevent playing cards, or
other unintended items, from entering the drop box.

Emergency drop boxes may be maintained without numbers or markings, pro-
vided the word “Emergency” is temporarily imprinted thereon and, when put into
use, shall be marked with the table number, game and shift.

The setting out of empty drop boxes shall be a continuous process.
The drop shall be performed by a minimum of two Security Officers.
All tables with drop boxes attached shall be dropped each gaming day.

The drop team member removing drop boxes from the tables shall not have more
than one drop box in possession for table games and two boxes in possession for
poker.

A drop team member shall transport no more than four full drop boxes to the stor-
age cart at one time.

(c) Drop — Bill Validators

(1)
(2)
3)
(4)
(5)
(6)
(7)

The drop shall be performed by a minimum of one Security Officer, and two em-
ployees independent of the gaming department.

The Security Officer shall be responsible for observing the drop process and
providing security over the cart.

As each bill validator compartment is opened, the drop box shall be identified with
the respective gaming station number or electronically transmitted.

The drop team member removing drop boxes shall not have more than one drop
box in possession.

Full drop boxes shall remain in the possession of the drop team member until
placed in the storage cart.

A drop team member shall transport no more than four full drop boxes to the stor-
age cart at one time.

RESERVED.

(d) Count Room

(1)

The count room shall remain locked at all times with access restricted to author-
ized personnel.

MICS 3: DROP AND COUNT
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CHAPTER 3: DROP AND COUNT

(2)
®3)
(4)
(5)
(6)

(7)
(8)

The count supervisor shall notify the Surveillance Department prior to the start
and at the conclusion of the count.

Any items or audio transmissions extraneous to the count shall not be allowed in
any area where the count is taking place.

All trash in the count room shall be placed in a transparent bag and removed at
the end of the count by a Security Officer for inspection and disposal.

The Surveillance Department shall be notified prior to any person entering or ex-
iting the count room.

Except for emergencies, funds shall not be left unsecured in the count room. A
Security Officer shall accompany anyone other than the count team if unsecured
funds are in the count room.

Counts from separate revenue centers occurring simultaneously in the count room
shall not be commingled.

The count team shall consist of a minimum of three persons and meet the follow-
ing requirements:

A. The count team shall be independent of the cage, revenue transactions and
subsequent accounting for the drop.

B. Count team members shall be rotated on a routine basis, where the count
team is not consistently the same three individuals more than seven consec-
utive days.

C. While the count is in process, the count team shall wear pocketless coveralls
that shall have loosely fitted sleeves, pant legs with no cuffs, no collars and
zipper in the front that shall remain fully closed, as approved by the Director.

D. The count team shall not be allowed to exit or enter the count room during the
count except for emergencies or scheduled breaks. At no time when un-
counted and unsecured funds are present shall there be less than three count
team members in the count room.

(e) Count Process

(1)
(2)

Management shall authorize forms and reports for documenting the count.
General count process.

A. All drop carts shall remain locked until ready for the count unless waived by
the Director.

B. Full drop boxes shall be transferred to a work area designated for recording
box information and emptying contents.

C. The count team member who empties the box shall announce audibly, for re-
cording by an audio recording device, the identifying box number for bill vali-
dators, and for table games and poker, the box number and game.

MICS 3: DROP AND COUNT

Rev: 06/20/2024 3/6




MINIMUM INTERNAL CONTROL STANDARDS
CHAPTER 3: DROP AND COUNT

D. After the box is emptied, the inside of the box shall be shown to another mem-
ber of the count team and to the surveillance camera.

E. After the boxes have been emptied and returned to the cart, the number of
boxes shall be verified and the cart locked. All boxes shall be accounted for
prior to completion of the count.

F. If currency counters or automated count machines are used, the loading and
unloading of all currency and redeemed vouchers shall be observable by an-
other count team member.

G. Corrections to original information entered on count documents shall be made
in ink by crossing out the error, entering the correct figure above the error, and
include initials and badge number of the two employees verifying the change.

H. The count sheet and/or report shall be reconciled to the drop by a count team
member who does not act as the sole recorder.

|. After the currency count has been totaled and recorded on the count sheet
final report each count team member, one of whom is a supervisor, shall attest
to the accuracy of the count by signature, and employee identification number
on the count sheet.

J. All funds shall:

i. be verified by an independent cage employee without knowledge or record
of the drop proceeds;

ii. be certified by signature and employee identification number as to the ac-
curacy of the amounts transferred; and

iii. include a detailed count of loose currency and bulk count of strapped bun-
dles of currency in the presence of a count team member.

K. Any discrepancy between the original count sheet and the cage verification
shall be documented and investigated as follows:

i. the Surveillance Department shall be notified;
ii. a cashier independent of the first cashier shall recount the currency;

iii. any unreconciled discrepancies shall be promptly communicated to the Ca-
sino Controller; and
iv. a report shall be promptly prepared and forwarded to the Director.
L. The count sheet, with all supporting documentation, shall be delivered to the

Accounting Department by an employee independent of the cage or stored in
a locked container controlled by the Accounting Department.

(3) Automated count process.

A. The currency and voucher count shall be performed by an automated count
machine capable of accepting, processing, and reporting all currency and
vouchers collected from each day’s drop.

MICS 3: DROP AND COUNT
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B. Each drop box shall be identified by gaming station number, which shall be
electronically transmitted or manually entered into the system. A machine
readable form shall be printed to identify and segregate box contents for count
purposes. Preprinted forms may be used if compatible with the machine.

C. Each box shall be individually opened, contents removed, placed in a clear
tray with the printed form in a manner to be correctly accepted for processing,
and not commingled with contents from other boxes.

D. Preliminary count reports shall be reviewed to ensure that all boxes were
counted. The boxes identified by the count machine shall be reconciled to the
boxes dropped as recorded in the drop system. Any discrepancies shall be
resolved prior to the completion of the count.

E. If the automated count machine malfunctions, and the count can be reasona-
bly delayed until repairs are made, all funds shall be secured until repairs are
completed and the count process restarted. If the count cannot be reasonable
delayed, the count shall be performed in accordance with the manual count
process.

(4) Manual count process.
A. Drop boxes shall be individually emptied on the count room table.

B. The contents of each box shall be segregated into separate stacks on the
count table by denominations of currency and document type in full view of
surveillance cameras.

C. The currency shall be counted separately by at least two count team members
who have no knowledge of the other’s total count. Currency counters may be
used to assist in the count, if available.

D. The accuracy of the count shall be confirmed by at least one other count team
member and immediately recorded in ink on a count sheet prior to combining
currency and redeemed vouchers from other counted currency and redeemed
vouchers.

(5) Table Games.
A. Breaks shall not be scheduled during the table games count.

B. At no time, other than in an emergency, shall a team member be replaced by
a new member after the table games count has commenced.

C. The contents of each box shall be emptied on the count table and sorted by
cash, coins, coupons and documents, in such a manner to prevent the com-
mingling of funds between drop boxes.

D. The following information shall be recorded on the count sheet by game, table
number and shift:

i. total amount of currency and other items counted,;
ii. amount of the opener and closer;

MICS 3: DROP AND COUNT
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iii. slip number and amount of each fill and credit;
iv. total amount of all fills and credits; and
V. win or loss.

E. The original and first copy of fill/credit slips shall be matched or otherwise rec-
onciled by the count team to verify that the total dollar amounts for the shift are
identical. All orders for fill/credit shall also be matched to the fill/credit slips.

(End of Section)
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(a) General

(1) The Cage Department shall be responsible for all cages and accountable for cage
inventories. Procedures and documentation requirements for similar transactions
shall be standardized for all cages and other areas performing cage functions.

(2) Cage personnel shall maintain custody of cage inventories comprising of cash,
coins, checks, chips, accountability forms, documents and records.

(3) Cage personnel shall perform the following functions with procedures approved
by the Director:

A.
B.

® Mmoo

receive funds from count rooms;

receive, distribute, and redeem chips in accordance with the Regulations and
MICS;

perform periodic verification of chip security features;
issue fills and receive credits from gaming areas;
pay and cancel gaming station vouchers; and

pay winnings in accordance with the MICS.

Process withdrawals and deposits to Front Money accounts within the Gaming
Operation.

(4) Cashier banks shall be:

A.
B.

C.

maintained on an imprest basis;

contained in a secure area with access allowed only to the individual respon-
sible for the bank; and

locked when left unattended.

(5) Access to the cage shall be restricted to authorized personnel.
(6) Transfer of funds.

A.

B.

All inter-cage transfers shall be completed prior to shift change or the transfer
shall be verified by the incoming cashier.

If a cage window is closing the transfer shall be verified by the cashier or su-
pervisor performing the second count.

. Transfers of cash $5,000 or more shall require notification to the Security and

Surveillance Departments and be accompanied by a security officer. If a se-
curity officer is unavailable for inter-cage transfers, a Cage Supervisor may
accompany transfers.

. Voided transactions recorded on pre-numbered forms required for transfer of

funds shall include signatures and badge numbers of the cashier and another
employee.

. The transportation of funds to/from the gaming facility shall be performed by

an insured, reputable armored car service.

All incoming funds shall be verified upon receipt and placed immediately into
the vault.
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G. Funds shall be verified prior to transfers between gaming departments and
cages.
(7) If the voucher validation system becomes temporarily inoperable, cashiers shall
follow the procedures of MICS 18(c)(9).

(b) Variances
(1) All variances shall be recorded on a variance log showing the cage where the

variance occurred including:
A. Cashier;

B. Date;

C. Shift;

D. Amount; and

E. an explanation of the error, if known.

(c) Documentation
(1) Management shall authorize all forms and reports for documenting cage activity.
(2) Cage activity shall be summarized per shift on a cage accountability form.

(3) Increases and decreases to the cage inventory shall be supported by documen-
tation.

(4) Cage inventories shall be:

A. Independently counted and verified by the outgoing cashier and incoming
cashier or supervisor; and

B. supported by count sheets that include signatures and employee identification
numbers of verifiers.

(5) Allinventory transfers to/from and within the cage shall be accounted for and doc-
umented on a transfer form.

(6) Any discrepancies in cage counts shall be documented and investigated.

(7) At the conclusion of each shift, copies of count, inventory and related documen-
tation for each cashier that counted out during the shift, shall be forwarded to the
Accounting Department or stored in a locked container controlled by the Account-
ing Department.

(8) Chip inventory documentation shall be maintained including purchase, receipt,
balances on hand, storage and destruction.

(9) Corrections to original information entered on count documents shall be made by
crossing out the error, entering the correct figure and include initials and badge
numbers by the two employees verifying the change.

(d) Eills_and Credits
(1) Slip preparation.
A. Fill and credits shall be prepared in accordance with MICS 13(c).

MICS 4: CAGE
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B. The Surveillance Department shall be notified of the time when a fill/credit will be
made.
(2) Void slips.
A. The cashier shall clearly mark “void” across the face of the original and first
copy.
B. The cashier and runner shall sign their name and employee identification num-
ber on both the original and first copy.

C. The cashier shall submit the original and first copy to the Accounting Depart-
ment.

(3) Personnel from the cage or gaming departments shall not have access to re-
stricted copies of fill/credit slips.

(e) Electronic or wire transfers accounts
(1) A File shall be created for each player account with all documentation retained.

(2) Upon notification by the Finance Department, a cage supervisor shall record the
following information on a transfer log:

A. date;

B. name and badge number of the cashier who received notification of the trans-
fer;

C. amount of funds;
D. the name of the player, address and player card number, if applicable;
E. name and badge number of verification by a supervisor.

(3) Cage cashiers shall process a patron request to withdraw or deposit funds to their
Front Money accounts utilizing a transfer/withdrawal form which includes the fol-
lowing information:

A. patron unique account number;

B. amount of transaction alpha and numeric;
C. type of transaction;
D
E

. guest signature; and
. cashier and supervisor signatures and employee identification numbers.

(f) Check Cashing

The cashier shall comply with examination and documentation requirements of the
issuer of guaranteed drafts/checks.

(g) Safekeeping Deposits

(1) All safekeeping deposits and withdrawals shall be recorded on a receipt with the
date, time, customer name, customer permanent address, social security number
(if known) and the type and amount of transaction.

(2) The nature of any non-cash deposit shall be documented on the receipt form.

MICS 4: CAGE
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(h) Kiosks

(1) Kiosks cassettes shall be dropped and refilled on a schedule approved by the
Director.

(2) The Cage Department shall be responsible for maintaining, verifying and replen-
ishing funds designated for these machines.

(3) Funds shall be counted and verified prior to replenishment, and subject to the
documentation requirements of MICS 4(c).

(4) Cash cassettes shall be locked or sealed with tamper proof seals.

(i) Procedures Requiring Approval by the Director
The following require Director approval prior to implementation:
(1) cashing of checks allowed by the Regulations;

(2) procedures that address extraneous items (e.g., coats, purses, boxes) trans-
ported to/from the cage;

(3) procedures for the removal of trash from the vault and cages;
(4) chip acquisitions and redemption s in accordance with the Regulations;

(5) procedures for cash dispensing machines including filling, dropping, and storage
of cassettes; and

(6) procedures for temporary retention of unpaid winnings.

(End of Section)
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(a) General

(1) Accounting functions shall be performed by personnel who are independent of the
transaction’s origin.

(2) The gaming operation shall maintain a list by job title/position of purchasing sig-
nature authority and limits.

(3) Any unusual transactions and cash variances that are required by the Regulations
to be reported to the Director shall be investigated and the results recorded for
audit purposes.

(4) All accounting procedures shall be documented in writing and be performed to
ensure that all transactions are accurately accounted for, recorded and reported.

(5) Accounting procedures shall be performed for gaming revenue and expense
transactions within seven (7) days of the transaction date and include daily rec-
onciliations of totals.

(6) Accounting employees shall prepare reports identifying any exceptions to the
Regulations and MICS, and forward to the department director and manager for
review. Follow-up documentation shall be maintained.

(b) Record-keeping
(1) All documents and records prepared shall be accurate, complete and legible.

(2) All accounting and proprietary information shall be maintained and controlled by
the accounting department and shall remain confidential.

(3) All accounting information required by the Regulations and MICS shall be rec-
orded in ink, on information system storage media or other permanent form.

(4) Whenever multiple copies are required of a form, record or document:

A. the original, duplicate and triplicate copies shall be color coded except when
computer generated and each copy shall be distinguishable; and

B. all copies shall be compared and any exceptions promptly investigated.

(5) Unless otherwise specified in the Regulations, MICS or waived by the Director, all
forms, records and documents required shall:

A. have the title imprinted or pre-printed thereon;
B. be retained within the gaming facility; and
C. be retained for a period of at least five (5) years.
(6) All pre-numbered forms required by the MICS shall be:
A. accounted for by series number; and
B. alphanumeric if the series is repeated during the business year.

(7) Procedures for pre-numbered forms shall be approved by the Director and include
receipt, issuance, and current inventory.

(8) All investigations shall be documented and include date, personnel involved, re-
sults and corrective action taken. Variance investigations shall be completed
within seven (7) days of the variance date.
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(c) Reporting
(1) Reports shall remain confidential with access to reports restricted to authorized
individuals only.

(2) All system produced exception reports including void transactions shall be re-
viewed daily, in a method approved by the Director, to determine the propriety of
underlying transactions and any improper transactions or unusual occurrences
shall be investigated.

(3) Comparative financial statements shall be prepared that include all financial ac-
tivities of the gaming operation for the current month and year-to- date and shall
be submitted to management for review.

(d) Tips
Tip procedures shall be approved by the Director and include:

(1) The gaming operation shall establish procedures consistent with state or federal
laws or regulations for accounting for all tips received by employees.

(2) Procedures shall be established for the identification and approval, if required, of
tips received by all employees and will require that tips received by employees of
gaming departments are not commingled with imprest funds or gaming revenue.

(3) Tips received shall be retained by employees or pooled among employees in such
manner as determined by the gaming operation.

(e) Patron deposit accounts
(1) Application for an electronic or wire transfer account.

A. A wire or electronic funds transfer may be accepted from a player from per-
sonal domestic accounts, for the purpose of funding a Front Money account.

B. Applications for the creation of a new Front Money account shall follow the
requirements of MICS 19(b), Patron Deposit Accounts.

(2) Transfers in/out of a financial institution.

A. Upon notification the bank has received a transfer into the gaming operation
account, the Finance Department shall prepare a transfer form which shall
include the following information:

i. name of player;

il. unique account number assigned to the player;

ii. transfer number;

iv. type of transfer;

v. date of transfer;

vi. amount received; and

vii. signature of the finance associate completing the form.

(End of Section)
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(a) General

(1) CTR and SAR forms shall be completed in accordance with the Bank Secrecy Act
(Title 31).

(2) For any patron identified for purposes of Title 31 reporting, the gaming operation
shall perform identity verification including tax identification number (TIN), Office
of Foreign Asset Control (OFAC) and Death Master List (DML) checks.

(b) Currency Transaction Reports (CTR)
(1) Access to CTR forms shall be restricted to designated compliance personnel.

(2) When a patron or patron’s agent completes or attempts to complete a transaction
or aggregate transactions that exceeds $10,000 in cash, the employee handling
the transaction shall obtain the patron’s name, social security number, permanent
address and appropriate identification credential including the expiration date.

(3) As an option to requesting the necessary identification and other data from a
known patron or patron’s agent, information on file may be used if the information
is updated with current expiration dates and identification credentials.

(4) The transaction shall be terminated in any situation where the identification re-
guirements cannot be completed.

(5) In any situation where identification requirements are not complied with, the pa-
tron shall be prohibited from further gaming and a CTR shall be prepared. Once
the required information is obtained to file an amended CTR, the prohibition may
be removed.

(6) When an agent or agents represent one or more individuals, then the information
on the agent in addition to the individual's information shall be included on the
CTR. Where more than one agent acts in behalf of an individual, the transactions
shall be aggregated.

(c) Multiple Transaction Log (MTL)

(1) A MTL is a computerized log maintained for purposes of recording cash transac-
tion information. The log shall record all MTL transactions per gaming day.

(2) Single or aggregate transactions $3,000 or more for each gaming department
shall be logged on an MTL.

(3) A MTL shall contain the following information for each loggable transaction:
A. description of the patron, and agent, if possible;

patron and agent’s name, if known;

location where the transaction occurred,;

time and date of the transaction;

type of Title 31 transaction;

U.S. dollar amount of the transaction;

the amount and type of foreign currency, if applicable; and

identification of the person recording each transaction.
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(4)

(5)

(6)

To prevent the circumvention of Title 31, employees in each monitoring area shall:

A. immediately record loggable transactions on the MTL and monitor patron’s
transactions for possible reportable transactions; and

B. at the beginning of each shift and periodically during the shift, review the MTL
to become familiar with descriptions of individuals whose transactions are be-
ing monitored; and

C. notify other personnel in the same monitoring area that the monitoring process
has been initiated for a particular patron.

For a single chip redemption $3,000 or more, the cage shall contact the pit to
verify if the transaction belongs to the patron redeeming the chips for the current
gaming day.

At the beginning of the gaming day a new MTL log is started and recording of
information on the previous MTL will cease.

(d) Suspicious Activity Reports (SAR)

(1)
(2)
3)
(4)

(5)
(6)
(7)

A SAR form shall contain the information required by Title 31 and any other avail-
able information that is requested on the form for all suspicious transactions.

A completed SAR is considered a confidential document and the patron is not to
be informed that a report was completed.

Forms shall be made available to all departments that may encounter suspicious
transactions.

When an employee determines that a possible suspicious transaction has oc-
curred, a report is prepared and submitted to the Compliance Officer within
twenty-four (24) hours after the end of the gaming day.

The Compliance Officer shall review each report to determine whether or not a
suspicious transaction has occurred.

The Compliance Officer shall complete and file a SAR for any report determined
to be a suspicious transaction.

For each SAR investigation, documentation shall be maintained and filed with the
SAR or with the report explaining why a SAR was not filed.

(e) Negotiable Instrument Records

(1)

(2)

A separate check log that contains a chronological list of each transaction be-
tween the gaming operation and patrons shall be maintained for transactions
$3,000 or more involving personal checks including gaming operation checks,
business checks, cashier's checks, third-party checks, traveler's checks and
money orders.

The check log shall include:

A. the time, date and amount of the transaction;
B. patron name;

C. type of instrument;

D. name of drawee or issuer of the instrument;
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E. instrument reference numbers; and

F. initials, employee identification number of the employee who completed the
transaction.

(3) Copies of both sides of any instrument $3,000 or more shall be made and re-
tained.

(f) Eoreign Currency Transactions

(1) Patrons using foreign currency shall be tracked by using the equivalent threshold
level in U.S. currency of $3,000 and a CTR must be completed for a patron who
has exceeded $10,000.

(2) A foreign patron may use their passport and another appropriate identification.
The second form of identification shall be the equivalent type of U.S. identification
approved by FINCEN and the IRS, such as a driver’s license, etc. At least one
form of identification must contain a photograph.

(9) Job Responsibilities
(1) Job responsibilities of all gaming employees include:

A. being familiar with Title 31 and related internal control standards and proce-
dures.

B. ensuring that prohibited transactions do not occur;
C. recording Title 31 transactions when applicable;

D. observing all MTL procedures to prevent the circumvention of Title 31 require-
ments; and

E. being familiar with what is considered a suspicious transaction.
(2) Job responsibilities of the Compliance Officer include:

A. ensuring that Title 31 procedure manuals and documentation are current and
available to employees when needed;

B. ensuring an effective training program is implemented and maintained,;
C. maintaining an effective system of internal control relative to Title 31;

D. reviewing and evaluating Title 31 for exceptions and areas of noncompliance
including internal audit and independent accountant findings; and

E. maintaining independence from the generation and recording of Title 31 trans-
actions.

(3) The Compliance Officer or designee shall:
A. receive reports of suspicious activity;

B. review all documents and system generated reports for compliance with Title
31 and related Regulations and MICS;

C. determine and document the extent of missing information and make reason-
able attempts to obtain any missing information;

D. document exceptions and forward to appropriate personnel;
E. review and sign CTR’s and prepare and sign SAR’s; and
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F. maintain copies of CTR’s, SAR’s and original MTL'’s in chronological order.

(h) Training Program
(1) A training coordinator shall oversee the training program.

(2) Records shall be maintained to document training provided, employees receiving
and passing training and the content of the training session.

(3) Employees shall receive and pass training before they are permitted to function
in any capacity that may include Title 31 reporting, record keeping, and compli-
ance.

(4) Additional training for these employees shall be provided annually.
(5) Training shall include, but is not limited to:

A. presenting materials such as copies of Title 31, MICS, CTR, SAR, Title 31
transaction guidelines, MTL and any appropriate procedure manuals and
forms;

B. reviewing and explaining the purpose, use and completion requirements of
each Title 31 document and a record of and how they are used;

C. explaining prohibited transactions, loggable transactions, reportable transac-
tions and suspicious transactions;

D. reviewing duties, responsibilities and procedures associated with each em-
ployee’s position;

E. reviewing the definition of a patron and “known patron” and when known pa-
tron information on file may be used on a CTR; and

F. explaining the consequences of noncompliance with Title 31.

(End of Section)
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CHAPTER 7: COMPLIMENTARIES, PROMOTIONS AND PLAYER POINTS

(a) Complimentaries

(1)
(2)

)

(4)
(5)

(6)
(7)
(8)

No complimentary (comp) shall be granted unless authorized by management.

Management shall establish specific, amounts, limits and conditions under which
comps are granted. These amounts, limits and conditions shall at a minimum
include:

A. Comps shall not be granted to employees of the gaming operation. Employ-
ees shall not accept, as a gift or gratuity, 